
 
 

 

 

  

PRODUCT 
CERTIFICATION 
PROVIDE INTEGRITY AND TRANSPARENCY TO THE ENTIRE SUPPLY CHAIN 

 



 
 

SECURE YOUR PRODUCTS AND DISTRIBUTION 

CHANNELS 
 

PROBLEM 

 With the rising popularity of e-commerce, consumers are more than ever exposed to counterfeit 

goods. 

 No system exists today that provides a secure and certain way to verify the origin and 

authenticity of this products. 

Certification methods have not changed for the last 3000 years. 

Ancient Greeks already had seals. 

 

ARMILIS AUTHENTICATOR 

COMPLETE STAND-ALONE SOLUTION 

 

Our application allows to certify any step along the supply chain with a simple scan of the product or 

batch QR-code identifier. 

 

 

 

 

 

 

 

 

 

 

 

 

Only a final production and a sales scan 

to the QR-code are necessary for the 

system to guarantee the product 

certification. However, multiple 

signing steps can be added such QC or 

shipping.  

PRODUCER 

Buyers can use any QR-code scanner in 

their smartphones to access the 

certified product history. 

 

CONSUMER 



 
 

HOW IT WORKS 

PRODUCER SIDE 

The Authenticator app generates a unique pair of Secret and Public keys. The Secret key never leaves 
your device and the Public key allows others to verify your signature (but not to forge it). Public key can 
be shared to a specific group of entities or people directly, or uploaded in the company’s server to make 
it available to anyone who has the link to it. 
 
The QR-code created by our system is combined with the Secret key and the product information (such 
SKU number, date, …) to generate a unique attributable message proving its authenticity. 
 

BLOCKCHAIN SIDE 

When the product information is signed, a blockchain record containing its information and the url of the 
Public key is created.  
 

VERIFICATION PROCESS 

Scanning the product QR-code with any smartphone will re-direct to Armilis’ online Verificator which: 

 Pulls all the blockchain records associated to the QR-code, verifies their authenticity using the 

Public key and displays them. 

 For a better user experience and marketing purposes this process can be incorporated in your 

company’s app. 

This passage can also be custom-implemented by your company 

since both the blockchain and the signature scheme are public. 

 

 

Visit us at armilis.com 


